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Abstract

Quantum Mechanics is not only the most significant component of modern physics, but
it is also responsible for technological advances that influence our everyday lives. As
one of the up and rising industries, blockchain is also under the impact of quantum
mechanics. To be more specific, quantum computing can post threats to cryptography
algorithms that blockchains are now using. This report will introduce some basic
concepts of Quantum Mechanics and discuss how the applications of Quantum
Mechanics can affect blockchain security with the example of Bitcoin. In the meantime,
GateChain is also seeking its innovative approach to defend against Quantum

Computing attacks.

Key Takeaways:

€ In the late 19th century, as scientists discovered phenomena that could not be
explained by classical mechanics, the idea of “quanta” was postulated. Theories
such as Schrodinger’ s wave mechanics and Heisenberg’ s matrix mechanics were

proven as the study of quantum physics gradually established
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€ Nowadays, quantum mechanics has been applied in many fields. The technology of
Quantum Key Distribution (QKD), which involves particle polarization and
uncertainty principle in quantum mechanics, is one of the most advanced

cryptographic protocols.

€ With the improvement of modern scientific research, the computational power of
traditional computers can no longer meet the demand of simulations at the
microscopic level. Therefore, the need for high-performance quantum computers
designed based on quantum mechanics emerges. Many tech giants and

governments have already entered the race of next-generation computing.

€ Quantum computing has posed severe threats to blockchain cryptography, wherein
hash algorithm and other private keys encryption algorithms are likely to be
cracked. In particular, Grover’ s algorithm and Shor’ s algorithm are proven to be

able to crack the elliptic curve cryptography and SHA256 algorithm efficiently.

€ Currently, using quantum-proof algorithms is an effective way to resist quantum
computing attacks, but it is likely to cause the problem of node centralization. In
the meantime, GateChain will try to discover innovative approaches to defend itself
against quantum computing attacks while maintaining network security and

capacity.
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1 Classical Mechanics & Quantum Mechanics

1.1 Introduction to Classical Mechanics

Classical mechanics is the study of the motion of macroscopic objects and the forces
that affect them. It is called Newtonian mechanics since it is built on Isaac Newton’ s
laws of motion.

In the late 19" century, as technology advanced, scientists were able to measure with
greater precision and observed strange phenomena that classical mechanics failed to
explain. Two of these failures led to the proposal of the Special Theory of Relativity and

Quantum Hypothesis.

1.2 The Failure of Classical Mechanics

1.2.1 The Denial of Ether: Einstein’ s Special Relativity

Ether Theories propose that “Ether,” a substance that exists throughout the entire
space, is a transmission medium for the propagation of electromagnetic forces.

However, in 1905, based on the fact established by the Michelson-Morley experiment,
Albert Einstein concluded that the velocity of light is constant regardless of motions of
the earth; hence the laws of physics are the same for all systems that move uniformly
relative to one another. He also stated that the transmission of light and
electromagnetic waves does not need any medium, suggesting that Ether does not

exist.
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1.2.2 Blackbody Radiation Explained: The Proposal of Quantum Hypothesis

At the end of the 19thcentury, much more attention was given to the study of light. In
the meantime, scientists had found more experimental phenomena that could not be
adequately explained by classical physics. One of them was the disagreement between

theory and experiment in the ultraviolet region of the blackbody spectrum.

Attempts to explain blackbody radiation include the famous but not completely
successful Wien’ s Law and Rayleigh-Jeans law. For example, according to
Rayleigh-Jeans law, the intensity at short wavelengths should go to infinity, but in

reality, it drops to zero instead. This result was called the “ultraviolet catastrophe.”

In 1900, Max Planck discovered an equation that could describe the blackbody

spectrum..

8rhv® 1

3 hv
ekT — 1

u(y, T) = 4;1(17, T) =

This equation describes the relationship between the rate and the frequency of
electromagnetic radiation emitted by a blackbody under a temperature T . However,
classical physics could not explain the results Planck found. Therefore, he came up with
the constant h(now known as the “Planck’ s Constant” ), and postulated that that
energy does not flow evenly but instead is discharged in discrete packets - “quanta.”

The postulate is quantized by the equation below.
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€n=nhv (n=1,2,3,...)

This equation indicates that the energy of the radiating oscillators in the blackbody
could take on only specific, quantized energy, which is an integer multiple of hv . This
revolutionary theory of energy was considered the birth of quantum physics (or

quantum mechanics) and paved the way for more discoveries.

2 Quantum Mechanics

As researches on quantum physics continued to advance, more applications of
qguantum physics are made possible in the real world. This chapter will introduce some
of the fundamental theories in quantum mechanics and provide insights on how

guantum mechanics is established.

2.1 Introduction to Quantum Mechanics

2.1.1 Definition

Quantum mechanics is the branch of physics that studies the motion and interaction of
subatomic particles. It describes the structure, properties, and components of

molecules, atoms and other particles on the atomic and subatomic level.

2.1.2 The Development of Quantum Mechanics

Planck’ s discovery had instigated more theories in the new field. The period from

1900 to 1925, before De Broglie proposed the theory of electron waves, is referred to as
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the pre-quantum mechanical period.
B Pre-Quantum Mechanical Theories

Quantum, proposed by
Planck 50U

e
Atom Model with Nuclear, M
proposed by Rutherford 910

vl —

Light Quantum Hypothesis,
proposed by Einstein

Atomic Spectrum of
Hydrogen, proposed by
Bohr

The above chart shows the theories proposed during the pre-quantum mechanical

period. These unconventional and innovative theories laid the foundation for the

later establishment of quantum mechanics.

B The Establishment of Quantum Mechanics

Following the groundbreaking theory of electron wave proposed by De Broglie, the

study of physical mechanics has gradually established itself. Many physicists have

started to involve themselves in researches at the atomic and subatomic levels,

while the theoretical structure of quantum mechanics is continuing to mature.
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Matter Wave, proposed by M
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Wave Mechanics, proposed by M

Schrédinger

Matrix Mechanics, proposed
by Heisenberg

Complementation Principle,
proposed by Bohr;
m Uncertainty Principle,
proposed by Heisenberg;
Statistical Interpretation of
the Wave Function, proposed
by Born;
General Relativity with
Quantum Mechanics,
proposed by Dirac;
Pauli Exclusion Principle,
proposed by Pauli

2.2 Fundamental Theories of Quantum Mechanics

Throughout the development of quantum mechanics, there have been many
invaluable pieces of research and discoveries. Optical quantum hypothesis, Heisenberg
military formation mechanics and the uncertainty principle, Schrédinger’ s wave
mechanics and Copenhagen interpretations are the representatives amongst others.
The following sessions will briefly introduce these fundamental theories in quantum

mechanics.

2.2.1 Einstein and the Photoelectric Effect

Einstein was greatly inspired by Planck’ s postulation and proposed that similar to
energy, light also travels in packets, and light is composed of particles called “Photon.”

He also believed that light not only exhibits wave properties of interference, diffraction,
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and polarization, it also has particle properties of volume, density and mass.
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As shown in the graph, the photons travels as waves.

2.2.2 Heisenberg’ s Matrix Mechanics and the Uncertainty Principle

After Einstein’ s quantum theory of light, Heisenberg proposed Matrix Mechanics and

the Uncertainty Principle.

B Matrix Mechanics

Matrix Mechanics is a formulation of quantum mechanics created by Werner
Heisenberg, Max Born, and Pascual Jordan, published in a groundbreaking paper in

1925.

B Uncertainty principle

Besides the uncertainty principle, Heisenberg also articulated another theory - the

uncertainty principle. It states that the position and momentum of a participle
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cannot both be precisely determined simultaneously. The position of a particle is

x, and the momentum P, then:

h
AxAP, > —
8% =

Ax is the position of the particle, AP, is the momentum of the particle, h is
Planck’ s constant. According to the equation, the more precise Ax is, the more
uncertain AP, will be, and vice versa. The same relation can be found between

energy and time of a particle:

AEAt > h
T 4n

AE is the energy of the particle while At is the time. It appears that the uncertainty

principle also applies in this case.

B Thediscovery of J/psi particle

The discovery of J/psi particle further proves the uncertainty of energy can be
calculated. Discovered by team led by Samuel Ting at Brookhaven National
Laboratory in 1974, the J/psi particle is a flavor-neutral meson with a mean lifetime
of about thousand times longer than expected. The calculation of the lifetime of the

particleis as follows:

6.63 x 1073*

> = = 1.0 x 1020
= AmAE 47 x 63 X 10* X 1.6 X 10-19 s

At
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According to the above formula, given AE, the lifetime of the particle At is greater

than or equal to1.0 x 1072%.

2.2.3 Schrodinger’ s Wave Mechanics

Erwin Schrodinger originally developed wave mechanics in 1926. It is the fundamental
equation of quantum mechanics that describes the wave function or state function of a
quantum mechanical system. The forms of Schrodinger Equation include the
time-dependent Schrodinger equation and the time-independent Schrodinger

equation.

Time-dependent Schrodinger Equation:

o (o
_ﬂvzlp(r, )+ V@, OY(r,t) = ih ot

In the above equation, m is the mass of the particle, ¥ (r,t) is the wave function at
position r and time ¢, and V? is the Laplace operator. It predict the future of a
quantum system at V(r,t). The time-dependent Schrodinger Equation is a partial
differential equation, therefore when V(r,t) is irrelevant to time, the

time-independent Schrodinger Equation can be solved by separating the variables:

h?
— 5= VAP() + V() = By (r)

The time-independent Schrodinger Equation can also be written as Hy = Eyp(r)

where H = —%Vzlp(r) +V(r) , an operator called the Hamiltonian. In this equation,
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Y is a time-independent wave function, E is energy, and the Hamiltonian operator
corresponds to the sum of the kinetic energies plus the potential energies for all the
particles in the system. The time-independent Schrodinger equation is also an
Eigenvalue equation in which E is the eigenvalue.

Diagram of the Superposition of
Stationary States

0-0-=0

Stationary State 1 Stationary State 2 Superposition State

Graph: Gate.io Research

The Schrodinger equation is also a linear equation. Mathematically speaking, any linear
combination of solutions can also be a solution. Similarly, in quantum mechanics, any
two or more quantum states can be added together and the result will be another valid

guantum state. This is called Quantum Superposition.

2.2.4 The Copenhagen Interpretation

The Copenhagen Interpretation refers to the collection of quantum theories developed
by Niels Bohr, Werner Heisenberg, and other scientists. Some of the central ideas of
Copenhagen Interpretation include the statistical interpretation developed by Max Born,
the Uncertainty Principle by Heisenberg, and the complementarity concept by Bohr.

According to the Copenhagen Interpretation, physical systems generally do not have
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definite properties before being measured, and quantum mechanics can only predict
the probability distribution of a given measurement's possible results. The act of
measurement affects the system, causing the set of probabilities to reduce to only one
of the possible values immediately after the measurement. This feature is known as

wave function collapse.

2.3 Debates Emerged

Like much other scientific research, disputes about quantum mechanics emerges as it
continues to develop. Two of the most important debates were the onde between

Heisenberg and Schrodinger, and the Bohr-Einstein debate.

Matrix Mechanics by Heisenberg and Wave Mechanics by Schrodinger’ s were
proposed around the same period (in 1925 and 1926, respectively). The main difference
between the two ideas is that Heisenberg was describing quantized particles and
Schrodinger was describing quantized waves. Although the two theories were
developed from different viewpoints and with different approaches, the two were
proven to be equivalent. According to Dirac Notation, the general equation of quantum

mechanics can be written as:

HIY) = El)

meaning that the E|y) in wave mechanics equals to Hermite H[yp) in matrix

mechanics.
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In 1935, Albert Einstein, Boris Podolsky and Nathan Rosen published a paper that
proposed a thought experiment named the Einstein-Podolsky-Rosen paradox as a
challenge to the Copenhagen Interpretation. They indicated that the explanation of
physical reality provided by quantum mechanics was incomplete, but John Bell’ s

Inequalities denied the paradox in 1964.

2.3.1 Erwin Schrodinger's Cat

Schrodinger’ s catis a thought experiment that illustrates what Schrédinger saw as the
problem of the Copenhagen interpretation of quantum mechanics applied to everyday

objects.

In this experiment, A cat is placed in a sealed box along with a container of cyanide and
a small amount of radioactive particles. There is a chance where the radioactive
material decays and emits radioactive particles; the particles will break open the

cyanide container and kill the cat.

According to Copenhagen Interpretation, whether the cat is alive or dead can only be
determined when the box is opened, which means that before opening the box, the cat
will either be alive or dead. Schrodinger created this thought experiment to show how
absurd the Copenhagen Interpretation was for macroscopic objects. However, as
quantum mechanics continues to develop, Copenhagen Interpretation was recognized

by many scientists nowadays.
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Another most recognized explanation of Schrodinger’ s cat is the Many-Worlds
Interpretation. According to Many-Worlds Interpretation, the instance the box is opened,
the world split into two universes - one where the cat is alive while the other one where
the cat is dead, suggesting that each possible outcome can be realized in some

“worlds” .

2.4 Quantum Mechanical Phenomena

During the quantum mechanical researches, phenomena such as quantum tunneling,
potential well, and quantum entanglement were observed. The following session will
introduce these three phenomena in detail and provide a better understanding of

guantum mechanics.

2.4.1 Quantum Tunneling

The analogy of climbing a wall helps understand the phenomenon of quantum
tunneling. In classical mechanics, the kinetic energy a person has must be greater than
the potential energy of the wall to climb a wall. However, according to quantum
mechanics, where particles travel in wave packets, the probability exists where one
does not have to possess such a great amount of energy to surmount the wall but to

penetrate it. This phenomenon is called quantum tunneling in the microscopic world..
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From the graph above, when a particle encounters a potential barrier while it travels,
the state of its motion can be categorized into three different regions - before the
potential barrier (region i), within the potential barrier (region ii), and after the
potential barrier (region iii). The amplitude of the quantum will decrease exponentially,

but it continues to phase through the barrier.

The motion of the particle in different regions can be described using Schrédinger’ s

equation.
Region i:
Region ii:
_%d;:;z + U, = EY,
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Region iii:

h? dzl/)
> = Eys

2m dx?

According to the equation, the wave function in regioniis ; while h isthePlanck’ s
constant, the energy that the particle posseses is Ey,. In region i, the particle is moving
forward in the sinusoidal waveform. When the particle travels through the potential
barrier, its energy is Ey,, which is affected by the potential energy of the barrier. As the
particle continues to experience the decay, it reaches region iii and moves freely again

as wave function y;, but with lower frequency and amplitude.

The Schrodinger equation can be solved as the following:

Py (x) = Aetkrx 4 4 e~ikix —o0<x <0
P, (x) = Beke* 4 B'e~kax 0<x<a
P3(x) = Cetkr® a<x<oo

According to the above solution, the particle movement in region i can be described as
P, (x) = Adetr* 4 A'e~ax | region ii as P,(x) = Be*2* + B'e™%2* | and region iii as

P3(x) = Cet1* 'while a isthe width of the potential barrier.

2.4.2 Potential Well

In quantum mechanics, the potential well describes a situation where a particle is

trapped in a space surrounded by impenetrable barriers. The participle can only move
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within that space.

The situation can be described with Schrodinger equation (stationary state):

h? d*y,

“omdx T E U =0

The Eigenstate and Eigenvalue of the equation can be solved as follows:

. hmx _ip .,
,/Z/asmTe o 0<x<a
0 Others

Eigenstate: P_(x) =

m?h?

2ma?

Eigenvalue: E, = n?

The eigenstate _(x) describes how the particle move in the potential well, while the
eigennvalue E, isthevalue of participles in different positions. To better understand

the equation, we can square the eigenstate:

2 , NIX

[n (X)]? = ESin —

In the above formula, |y, (x)|? is the probability of a particle showing up in different
positions, while the biggest probability where the particle can be found in certain

position represent the peak of the sine wave.

2.4.3 Quantum Entanglement

Quantum entanglement is a phenomenon that two or multiple particles are linked

together in a way such that the quantum states of the particle should be described with
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reference to each other.

Quantum Entanglement

Interconnection at a Distance

\

Graph: Gate.io Research

As shown in the graph above, even when the two particles are spatially separated,
when the state of one of the particles changes, the state of the other linked particle will

change instantly.

3 Applications of Quantum Mechanics

The emergence of quantum mechanics has a cross-generational significance to modern
science and technology. Two applications of quantum mechanics will be concretely

introduced as follows.

3.1 Quantum Key Distribution

Quantum key distribution is widely used for its high security. Generally, two parties will
each hold an encrypted private key that cannot be decoded during communication;

however, it is hard to know whether the information of the private key will be

gate. io 19



The Impact of Quantum Computing on Blockchain Security @ gCﬂ'e iO
January, 2020

intercepted by a third party resulting in the information leak.

Quantum key distribution is to solve the above problem under the theory from
quantum mechanics, which states that the change of one party’ s quantum condition
will cause an instant change of another’ s on account of quantum entanglement. By
observing the change of quantum condition, interception can be discovered during the

sending process so that countermeasures can be made immediately.

BB84 is a well-known quantum key distribution scheme developed in 1984, which
states that two parties communicating with each other can uninterruptedly emit

photons and monitor the photon condition. As is shown below:

The Encryption and Transfer of
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@ Firstly, Alice randomly chose two basic sequences, (S,)and (m,) respectively, and
transformed them into quantum information through the prepared quantum state.

Finally, the information was sent over the quantum channel to Bob.

@ Meanwhile, Bob randomly chose a basic sequence (ms) and prepared a quantum

state to detect the information sent by Alice.

(3 Bob transformed the sequences sent by Alice into a self-defined quantum state and
produced a new sequence (Ss) through detecting. Then Bob sent sequence (ms)

over the classical channel to Alice.

@ In the meantime, Alice contrasted her sequence (ma) and sequence (ms) sent by

Bob.

(® Alice recorded the detected sequences as Kaand Kg, and informed Bob of the same
locations of two sequences. Eventually, by comparing, whether the private key had

been intercepted could be told from the accurate rate of the detected sequences.

A fundamental principle of BB84 is shown above, while the specific content is far more

complicated.

3.2 Quantum Computer

Quantum computers emerged in the research of quantum mechanics. Unlike the
traditional computer, the quantum computer is a physical device that allows

high-speed calculation of math and logic, stores, and processes quantum information
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complying with the rules of quantum mechanics. Any device that can process and
calculate quantum information by quantum computing is a quantum computer whose
concept generated from the study of reversible computers aiming to solve energy

consumption during computing.

Simulating is the best way of learning for humans. The more we effectively simulate
nature, the more we know about the laws of nature. The traditional computers can also
simulate the movement of light and particle, the transfer of quantum and other
micro-movements, but only at the expense of significant limitation, small computing
scale, and low efficiency. The two basic operating principles between classical
computers and quantum computers are different. For example, a well-decorated
candle can never be compared to the lightbulb because they work in different ways.
Seeing the value of quantum computers, many high-tech enterprises are now joining in

the research and development.

3.2.1 Timeline of Quantum Computer

As the following graph depicts, many scientists have proposed various ideas towards
guantum computers at different times. Up till now, the development of the quantum

computers has been at its preliminary stage.
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3.2.2 Traditional Computers vs. Quantum Computers

As the proposal and development of quantum computers have been discussed above,
the following content will cover the way that quantum computers work by comparing

the differences between it and traditional computers.

m Traditional Computers

In traditional computers, a bit is a basic unit of information, and each bit represents
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either ‘0" or ‘1’ ,regarded as two different properties and states. Therefore, the
bit number is enormous in traditional computers (1 byte representing 8 bits), and

the hard disk capacity of regular computers can reach 2TB.
An example will be used to describe the way that traditional computers work:

If a man is exploring a complex maze, the only way to exit is through constant tries.
That is the same way as the way that traditional computer works, which keeps
trying until the right way is found. Despite a relatively high speed, the keep-trying
way of data processing has its upper limit. As a result, the movement in quantum

theory comes to people’ s attention.

B Quantum Computers

The quantum computer is made up of bits which can represent ‘0’ , ‘1’ , or some
combination, the basic unit of which is ‘qubit’ that is different from the traditional
‘bit” representing either ‘0" or ‘1’ . They exist as two linear combinations of the

ground state according to the theory of quantum mechanics:

10) =((1)) and |1) :(‘1))

As is shown in the above equation, a superposition state can exist between
‘0’ and ‘1’ in quantum computer so that this qubit can be either ‘0’ or ‘1’ ,

which is more flexible. Qubit needs to be detected whether it is in the state of ‘0’
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or ‘1’ ,during which the quantum state will collapse to a certain state. The result
of the state has a probability distribution, which is directly proportional to the

square of wave functions.

Due to its uncertainty of position, the quantum can exist in any position before it is
detected. Once it is found, all circuits are collapsed at the same time, significantly

reducing time consumption. That is how quantum computers work.

Currently, there are lots of physical ways to produce qubits. For example, electron
spin-flipping can prepare qubits in states of topspin and backspin; photon’ s
polarization, including up-and-down polarization, left-and-right polarization, and
elliptical polarization, can also make qubits. The quantum key distribution

mentioned above was developed based on photon’ s polarization.

3.2.3 Components of a Quantum Computer

In the working principle of quantum computers, we learn that one quantum, only
representing ‘0’ and ‘1’ ,cannot process large numbers of calculations. In a
quantum computer, there are lots of different qubits altogether processing the

calculations, the collection of which is called the quantum register.

B Quantum Register

Quantum register is a system comprising multiple qubits, which could represent

different exponentially rising states. If there are n qubits, not considering the
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guantum entanglement, the states can be conveyed as 2n numbers. The calculation

is as follows:

(al

Given the quantum entanglement, the states can be conveyed as 2n figures. For

i) )®(az

1) )...®(an|0> + b1 )

example, 5 qubits can store 32 figures; 128 qubits can store approximately (3.4*10)*

figures, which could save many more figures than the traditional computer does.

B Quantum Gate

Like traditional computer which can store and process data such as CPU (Central
Processing Unit), quantum computers also have similar functions as a CPU. A
quantum logic gate (or simply quantum gate) is a basic quantum circuit operating
on a small number of qubits. They are the building blocks of quantum circuits like
classical logic gates are for conventional digital circuits. Different from many
classical logic gates, quantum gates are reversible. Through Unitary Matrix,
quantum gates can keep transforming the quantum states, or change the

probability distribution of qubits for quantum computing.

3.2.4 Quantum Algorithms

Quantum computers must operate with specific algorithms and comply with the
motion law of quantum. Unlike classical algorithms, quantum algorithms work on the

basis of the characteristics of quantum mechanics such as quantum superposition,
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quantum entanglement, quantum parallelism, and so on. Classical algorithms can’ t
effectively calculate many complicated problems, which, however, can be solved with
quantum algorithms by processing substantial data at high speed. In contrast, classical

algorithms consume more time to calculate as the number of data increases.

The primitively used quantum condensation algorithm aims to optimize the quantum
computers. For example, cell phones will be at its best condition by reducing the heat
to a minimum. There are many optimization problems in daily life, like medicines
whose production processes need optimization to remain uniform. Nevertheless, the
simulation of medicine development has limitations if manipulated by classical
computers, which can hardly simulate the relevant particle structures. Instead,

guantum computers can easily solve this problem.

Quantum Tunneling

—r

Quantum
Tunneling

Graph: Gate.io Research
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As is shown above, generally, the classical condensation algorithm, a phenomenon
observed from nature, will be used to optimize the extremum in search of the lowest
point. For example, during steelmaking, impurity is subsided when the steels are
transferred into cold water from high heat, meaning that the particles' structures

become more and more compact.

Similarly, to know the lowest point of the particles, they should be heated to become
dynamic enough in the system. As the blue particle in the above picture, traditionally,
the particle needs enough energy to cross the hill and reach the lowest point. If it is
operated in the quantum computer, the particle can save energy by quantum tunneling.
The particle can detect its lowest potential energy, which tremendously improves

efficiency.

Up till now, the valid quantum algorithms have been listed on Quantum Algorithm Zoo
(a website), which had added over 60 algorithms and more than 400 academic papers
by 2019. With an increasing amount of researches, quantum algorithms will definitely

become the main study stream in the future.

4 The Impact of Quantum Computing on Blockchain Technology

As mentioned above, there are many theories and applications of quantum mechanics.
Essentially, the difference between quantum mechanics and blockchain is huge. On the

one hand, the former is about how humans perceive laws of nature. On the other hand,
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the latter is formed by rules set up by human. In science, quantum mechanics are being
widely studied and applied. It starts attracting attention in the field of blockchain. The
main reason for that is the threat to the security of blockchain, imposed by quantum
computers. The following paragraphs will present how quantum computers threaten

blockchain in detail.

4.1 Types of Encryption Methods

Generally speaking, its encryption process is to send information encoded by an
encryption algorithm to a receiver. Then, the receiver can read the information by
decoding it. According to the fact that whether the keys to decode and encode are the
same, there are three algorithms: symmetrical Encryption, Asymmetric Encryption and
the combination of both. As for blockchain, its encryption process is more sophisticated,
such as the encryption process of Bitcoin. During this process, block headers should be
hashed, which will generate a numerical value. Next, the numerical value will be signed.

These two steps will be described in details as follows.

4.1.1 Hashing

In PoW, the security of blockchain is based on computing power. Block headers should
be hashed by SHA256 for example. For electronic computers, they have to calculate a
64-digit number called the “hash” . The first one which can calculate the correct hash

will be rewarded with bitcoins, and its block will be validated in the bitcoin network.
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Therefore, the security of blockchain hinges on the ability to calculate the correct hash.

4.1.2 Signature Algorithm

Signature Algorithm is another encryption algorithm to maintain the security of the

blockchain. Its encryption process is shown in the flow chart below.

The Encryption and Transfer of

Information

' Key Generation: ) i i ©) g

- |Public g9 T ! public 4P

i : Public ;9 4|—.

i Private p_ : : i @
Signing : , Verification
Algorithm »| Signature _~ i > Algorithm

! ! Message:
Message: _:‘_l_' Message : Hello
Hello ) / Sent by signer

Graph: Gate.io Research
In the system of bitcoin, information has to be hashed (Secp256kl and RIPEMD160)
twice before sending out. A numerical value (160bytes) will be generated after hashing.
Then, BTC will encode the numerical value due to its length, after which the bitcoin

address will be formed.

To send out the information, the system will randomly generate a pair consisting of a

private key and a public key. First, the bitcoin address will be encrypted by the private
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key, generating a signature. The information recipient will receive the encrypted
message, the signature and a public key. With the public key, the recipient can
determine that the signature was originally produced from the hash and the private

key.

At present, there are two Signature Algorithms applied in blockchain: Elliptic Curve
Digital Signature Algorithm and Edwards-curve Digital
pub ,

Signature Algorithm. The pros and cons of these two

algorithms are presented as follows. Gradient = priv

B Elliptic Curve Digital Signature Algorithm

Elliptic Curve Digital Signature Algorithm, known as

“ECDSA” , is adopted in bitcoin. Being the most popular algorithm, it is also
applied in BTC, ETH, EOS, TRON and ONT. What makes the algorithm so trendy is
that it is an irreversible process, which means others cannot figure out the private
key even with the public key. However, this established algorithm also comes with

frequently repeated computing, lengthy signature and low efficiency.

This is the equation of the algorithm:

y:=x34+ax+b

Based on the equation, ‘@’ and ‘b’ are the parameters of the curve function.

This means thatforany ‘@’ and ‘b’ ,different curves will be formed.
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For ECDSA, ‘G’ is needed to represents a ‘reference point’ or a point of origin.
The reference point could be any point on the curve. To create a signature, a private
key is required, which equals to the Gradient of the line going through the reference
point. A public key is a point on the curve generated from the point multiplication
of G with the private key. We set ‘dA’ as the private key (random number) and

‘Qa’ as the public key (a point), so we have: Qa=dA*G (where G is the point of

reference in the curve parameters).
This is the equation of Secp256k1:
Secp256kl: y? =x3+7
According to the equation, there is only one fixed parameter, while other

parameters are indefinite. In addition, only with a point of origin and a private key,

can a public key be calculated.
B Edwards-curve Digital Signature Algorithm

Edwards-curve Digital Signature Algorithm (EdDSA) is mainly applied into ADA,
Stella, Lisk, NEM, XMR and Tezos. With higher efficiency, the algorithm can be run
on computers with lower performance. Nevertheless, this algorithm has flaws. For
instance, double-spending issue may emerge, following the application of the
algorithm into XMR. In some cases, by running this algorithm eight times, eight
different numerical values can be generated. Thanks to the popularity of the

algorithm, these flaws are mendable.
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4.2 Threats Posed to Blockchain Encryptions

The security of the encryption mechanism of blockchain is weakening, as the
development of quantum computer is gaining momentum. With that, the relationship

between them is analyzed from two perspectives.

4.2.1 Quantum Computing Attacks

The security of bitcoin is based on computing power. For electronic computers, it is
difficult to launch 51% attack as cracking down the encryption mechanism of bitcoin
needs enormous computation. In such a case, it is very unlikely to manipulate more
than 51% of the entire computing power. However, when running some algorithms,
guantum computers can be hundreds of millions of times faster than electronic ones.
Therefore, when computing SHA256, the bitcoin network will be highly vulnerable to a

51% attack, with squared even cubed running speed.

4.2.2 Cracking Private Keys

Quantum computers are able to decrypt private keys, which is another threat to
blockchain. Compared to a 51% attack, this threat is more severe. Malicious intent can
play a role in 51% attack. However, cracking private keys is equal to stealing money,

meaning that our assets in wallet are accessible to others

4.3 Brute-Force Attacks: An Example of Quantum Computing Application

For quantum computers, through quantum algorithm, they can simulate quantum
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mechanical motion to reach high computing power. To crack the encryption
mechanism, it is a must to decrypt a private key, a public key, a hash and a code. As
mentioned above, the encryption mechanism is irreversible. So, for electronic
computers, it is impossible to get access to private keys through brute-force attack due
to immense computation and a time-consuming process. Moreover, keys of BTC are 256
bytes. But regarding quantum computers, brute-force attack is available if some

algorithm could be implemented.

In conclusion, brute-force attack is a way to break the encryption mechanism of keys.
Theoretically, after the public keys are updated, it will not be disclosed until its used,
therefore it cannot be obtained by brute-force attack. However, there is still chances

that the address can be cracked.

Meanwhile, it is not a popular choice to change an address frequently, as a result of
inconvenience. The following paragraph will introduce how two algorithm threatens

the security of blockchain.

4.3.1 Grover sAlgorithm

Grover’ s algorithm is a quantum algorithm for searching the target number from an
unordered set of numbers. In the set, it is very challenging to locate the target number.
This can be solved through Grover’ s algorithm, which can achieve a square root speed

up. For instance, it only needs 10 times to find the answer of  10. Although Grover’ s
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algorithm can increase efficiency, electronic computers can reach the same goal.

The threat imposed by Grover’ s algorithm is the collusion of keys and hash. In the
bitcoin system, key algorithms and Hash are widely applied. Grover’ s algorithm can
shorten the process of the collision, thus imposing a huge threat to the security of the
system. Symmetric cryptography, such as AES, DES, used in the banking system is also
under its threat, in addition to Hash, including SHA256, SHA-3 and RIPEMD-160. SHA256
and RIPEMD-160 are applied in bitcoin. With the implementation of Grover s
algorithm, quantum computers can fasten the decryption of key algorithms and Hash.
To prevent this problem, the length of keys should be multiplied in order to enhance

security.

4,32 Shor sAlgorithm

At present, Shor’ s algorithm is another huge threat. It is a quantum computer
algorithm for efficient integer factorization. The ECDSA is designed to be irreversible
when generating keys, which indicates that only through the collusion of a private key,

a public key can be generated.

The reason why the ECDSA can’ t be reversed is based on the fact that the computing
power of electronic computers is not able to break it, a discrete logarithm algorithm
with high security. However, the algorithm is reversible theoretically as a discrete

equation can be solved through Shor’ s algorithm, which allows the factorization of
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big integer and of a discrete logarithm. As a result, an asymmetric-key algorithm can be

cracked efficiently, leading to a serious problem for bitcoin.

The chart below presents the growth of qubit:

Growth of Qubit

= 2015: 4-qubits

= 2016: 9-qubits

= 2017:17-qubits (Intel) , 50-qubits (IBM)

= 2018:49-qubits (Intel) , 72-qubits (Google)

In 3-5 years: 3000qubits, can solve Elliptic Curve Cryptography

According to the chart, breaking the ECDSA will be effortless once quantum computers
reach 3000 qubits. Fortunately, these computers, developed by some large institutions
for specific purposes, are exclusive. Even if 3000 qubits could be reached within 3 to 5
years, these computers will still have errors and bottlenecks. Therefore, the encryption

mechanism applied in the system of bitcoin remains secure.

4.4  Anti-Quantum Algorithm - A Solution to Quantum Attacks

Generally speaking, when it comes to an anti-quantum algorithm, key size,
computational efficiency, ciphertext or signature size, and other factors should be

taken into consideration.

In the chart below, all algorithms are anti-quantum except for the last two of them. In

terms of the anti-quantum algorithm, the sizes of a public key, a private key, and a
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signature are huge. This is a problem as the size of every block of the bitcoin will
increase with a large amount of data on a transaction. In other words, to prevent the
decryption by quantum computers, huge size blocks are needed, leading to the rapid
growth of data. However, node centralization will occur due to the limited storage

capacity of electronic computers. Therefore, the solution to the problem does not

depend on an anti-quantum algorithm, which has its drawbacks.

Algorithm Public Key  Private Key Signature
NTRU Encrypt Lattice 6130B 6743B
Streamlined NTRU Prime Lattice 1232B
Rainbow Multivariate 124KB 95KB
Large
SPHINCS amount of [ HashSignature | 1KB 1KB 41KB
data
SPHINCS+ Hash Signature | 32B 64B 8KB
BLISS-II Lattice TKB 2KB 5KB
GLP-Variant GLYPH Signature Ring-LWE 2KB 0.4KB 1.8KB
New Hope Ring-LWE 2KB 2KB
Goppa-based McEiece Code-based 1MB 11.5KB
Random Linear Code based RLCE 115KB 3KB
encryption
Quasi-cyclic MDPC-based McEliece Code-based 1232B 2464B
SIDH Isogeny 751B 48B
SIDH(compressed keys) Isogeny 564B 48B
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3072-bit Discrete Log Not PQC 384B 32B 96B

256-bit Elliptic Curve Not PQC 32B 32B 65B

Source: wiki ——Post Quantum Cryptography

4.5 The Impact of Quantum Computing on Bitcoin

With quantum computers advancing, SHA256 is one of the biggest problems of bitcoin.
As for these computers, they can reach a square or cubic root speed up, reducing their
time to break the algorithm at the same speed. For example, during mining, if the
computing power of electronic computers is 10, then the same power of quantum
computers will be 100. This means that 90% of the entire computing power is
accessible to an attacker of the bitcoin network, which will put the network at huge

risk.

In regard to encryption security, another problem is the ECDSA, which can be solved
through SHA256. It will be very easy to crack down a private key given the fact that
guantum computers can reach 3000 qubits within 3 to 5 years. As is known to all, the
public address is a hashed version of a public key. Despite that, these computers can
shorten the decryption process by achieving square or cubic speed up. As a result, the

algorithm will be much more insecure, leading to a daunting problem.

So far, when transferring bitcoin, an address should be used once or for deposit

exclusively without sending out, to maintain security. However, it is insecure if bitcoins
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are deposited in an address sent, according to theories.

5 Conclusion

The study of quantum mechanics were first established at the beginning of last century.
It helps human beings discover the world at a microscopic level and now it is still one of

the most researched fields.

As the theories of quantum mechanics continue to advance, there are an increasing
number of cases of its real-life applications, including the most renowned quantum key
distribution and quantum computers. Quantum key distribution is an important
contribution to modern cryptography while quantum computes also mark a
breakthrough in technology. A quantum computer can solve a function 10 million times
faster than a traditional computer does, thus enabling solutions to many problems that

used to be impossible to calculate.

However, the development of quantum computing poses severe threats to blockchain
security. The encryption algorithm that blockchain currently uses can hardly protect its
data against quantum computing. To defend against quantum computing attacks,
some have proposed quantum-proof algorithms, which might be a solution to

guantum attacks in the future.

Similar to other public blockchains, GateChain is also facing the challenge of quantum
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attacks. Whether to upgrade the encryption algorithm of GateChain to the
quantum-proof level still needs to be discussed, as it might burden the network
capacity and the storage of the blockchain. GateChain will try to discover innovative

approaches to overcome the challenges imposed by quantum computing.
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